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'jAj'fl)J~<l1i.:JtlJ::n8U~1E.J 1. Wireless Access Point -;)l'u,'"m 10 '1l<i]• 
2. Wireless Controller -;)lU1U 1 '1l<i]• 

3. RADIUS (ACS) Appliance -;)lU1U 1 '1l<i]
q 

1.1 11fJfI:::L~tJ<l1flru.~nltru.:::L'il.'jAjl:::
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'Il 

L~ fl'U i,"lJltil ") J.Ji'U LLli!:::"il:;~El.Jmfln,rElfl11:IJlv;tlnliifl.Jml.lt11'U li!.Jli!lEJ~€J;mhft'Ufl'nfl1lV;'15tilL';)'U-;il'U1'U~'U
'Il ~ 

~ Lft'U€J,;):::~€J\ld:::l.Ii1ld \In'U J.J ~1 Li.'I"lJ LLli!::~15n ~"J ltil tli,~ ~ nl"J"lJ iIli.'ll.l'Vl1fl LLm"lJ 'Vlln i1 nld"lJiIl i.'Il.I ill nL~:IJ 
, 'Il 'Il 

'Vl11llLm"lJ LlJ~ E.I'ULLlJli!\I ';):;~€J\I Gl.Ji.'Ilt1~ fl;Elr-YLft'Ufl"Jlfl1Y-11El:IJJ\llJ"J:::Yll.llil1"1 (t11ij) nlnl.l'l1~1 tI'YlnLLV:.J 
'Il , 

4.2 1 'Unl"JLft'UEl"Jlfll 1 V;Lft'U€I"Jl m LiJ'UL~Ul.Il'Yl LLi.'I:::Lft'UEl LYl EJ.J"Jlfl1 L~ E.l1 lill tlLft'Ufl 

"Jlfl1"J1:IJ LLli!::'I'!1fl"Jlm~ flWibtl LLli!:::'I'!1El~ El"Jlt1m"J m:IJ L1 fl'Ui,"lJ~"J::l.Ii,llil EJ LuLft'Ufldlfl11V;tln~€J\I J.Jd 
, 'Il 

11fl1"J1:IJ ~LftUEl,;):::~fl.Jm\ln'UJ.J~1 Li.'I"lJLLi.'I::i'"J'VlU\lfifl t11~1Lli!"lJ LLli!::~"mU\lafli,~m\ln'U lV;i1 El~';l'Vlu\la€l 
liJU~lflru lilltl~mlfl1"J1:IJJ.Ji'U~\I"J1:IJm~:lJli!filL~:IJ m~fllm~u LLli!:::fil1i~1t1J.JlJ1\1i,lLLir1 ';)'Um::"t.J 

~ 'Il 

~\I:lJfll.l.Jl'U1V; ill ~lun.Jl'Uflill:::m"J:lJm"J~®J'Ulm"JLfl"J~fOn';) LLli!:::i\lfl:IJ LL V:.J'lfl~ 
'" 

dlfl1~ Lft'Ufl,;):::~€J.J nl'1'! 'Uill ~'U"Jl fl1 i,~,rmJnil 90 1U UlJLL~1'ULiJtil'l5El.J1lJLft'UEl 

11 m lill EJ 111 tiL 'Unl'1'! 'Util ~'U"Jl m t:l'Lft'Ufl"Jlfl1 ~€J\l11.1 ~til"liEll.l"Jl fl1~ ~mi,~Lft'Ufli,lLLli!:::';):::tl El'Unl"JL ft'U€J"Jl m 
'Il 

iii,1ii 

4.3 r-YLft'Ufl"Jlm';):::~El\l LftUElnl'Vl'U~L1i.'11~.J:IJ Ell.l.Jl'UY-li'El3J~iIli.JlllEJ1'U 45 1Wy\1m"J 
~ 

UlJ'ilill,;)ln1'Uli!.JU1:IJ1 UirurultlEl"lJlt1 ., ... 



• • 

3 

- 3 
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fflV11lJLLft<il<ill ~ fln~ LL UlJliVllill'lrnl VII n LlJUfflLul11lrl1 tllil:;!f1fl.J1lJ1eJ.J ffl LUI 
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... ... ... 

nl1'lJ til tI L 1 G11~\l n ~11 ~::: LtJ UU1:;1 tI'lJ'ULL ri 'Yll\l11'lJ'n 11 eJ 81.J n.J LL fl:;1un1ru.~1~:lJU<il1U1::~1 ~1,rn 
"" 

a..o .r:=I .e:C Q..#,c:::I J:::. c:;: 'l'" tV <> ClJt' "" .... 6" =- I I:1l 

m tlm~:lJU<ild'YlU1 tlmq):lJWi)"l':IJ t\lJVI:IJ1 tI W;)I"l'Ul.l LVI U~1 tinUfI1 fl ~ fI1'it"lJ El..:! ~ El'Ylli1Ul.LL~:;LVI 'it11n11tin L~n.., ..., ~ .. 
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m"au!il 61HI,]1lJ Lt'I'Ufl11T11~i.'Ii'~1 Lit 'Um1LtJ LLGl';!';J:a u'U1.h:;lrl"Jl'umi'Yll']11"Jl'm1fl ~1'] ~,] 1~f~~ 'U!ili1.h:;,h.. 
~lttn'Ul rlnf~~ 'U!ili~'Ul £Jnf~~W~li~ fllJv.m rl ~ ~1 'Ul"iJ rl n L~nm1Lt!!il'li fl,] 1lJ Lt'I'UflTIfn~']n cil1i.'Ii'.. .. 

5. Vi~mnm...rLLiiH::l,1'Ylfit"m"afhn"aunn~n 

5.1 t"n1"at'HI'U"a1m~l'f.Jd' t11'"n.J1"' 1i)::ft1i)1"am1@1~l,1"~'UJ"a1~1"a'liIJ 
5.2 'I-'I1n crLt'I'U fl11 m11 rl 1!il~mll.~~lJ'1lhifln~fl']!illWnfl 2 V.1fl~'Uv.;n~1'Um1L~'i-!,fl

<Jj ~ 'iJ d.t 

11T11i.llfln'li'a,]v.iai.ll~1lJn1'i-!,!ill~-nfl 3 v.1a~'i-!,'lifl,]~alJ11T11i.llfln'li'a']!ill~-nfl 4 LLi1 mu.:::m1~m1':1 
~ ~ 

"iJ:;i.llflJ Vl"iJl 1m111 m"lJ a'] crLt'I'U a11 m11 mf'U L1'Ubbwi bU'U-n a ~!il W~1!il v.1a n(?)V. ~,] bVi rl'] b~n'll'a rl V.1 a 
~ 

~n!ilLL~ni.U"iJlm1a'i-!,i."lJ'lJa']Lfln~11~amlm1'U~1'i-!,~iihj~11:;~lT1ru ~,]d mWl::1'Umru.~W"iJl1mlb~w:h"iJ:: 
'" 

LU'UU1::lrl"Jl'uwia ~lttml'U':I Lvh,!'U 

5.3 ~l-Xn']l'U':I ~']1'U~'Ylii.ll W'ij)11ml11 m"lJ a'] crb~'Ua11m 1(?) rlL~~nl1f..l amY'U 
<IJ 

~ ~, 
m11lJLan~11~fllJ11T11"lJa']~1'Un\l1'i-!,':I 

(2) L3.1 man~ ait~ lJ ~ ~ ~ v.1a ~,] ~1 rl ~ fl~ fl crL~'Ua11~1 fl ~l,]wii,] a ~1']1!il v.1a 
q ~ 

(3) b~'U a1111 ~:: La II (?) Lb(?) n wil \l i.U'ij)l n b1 a 'Ui."lJ ~ii1 v. 'U!il1 'UL a n ~11~ a lJ11 m 

~ LU'i-!,~11:::~1 T1ru v.1a~ ~~'Yil1iLn!ilml :lJL'Ii'LuilllJLihl LmlllJ LLricrL~'Ua11m11 rl~'U
'" ~ 

(4) 11 m ~ uma ~ nl1"lJ!il ~ lJ !iln L~ ~ bU~ rl 'ULL U~,] 1(?) rl crum fl 11 m iiL ~ 
~ ~ 

~']i'l111~a~aW1fl:IJU1::'t1lJ!il11 (til~) nlnlJL1 

5.4 1'Um1~(?)~'Um1~fllJ11mv.1a1'Um1'Yilirurul ~m::m1:IJm1bU(?)'lia']~11lJ11m., ., 
A c tV .e:::. .0:::.1 t.I.... .-:f 'V ~ A 'Vall=< d 1 .,1.,1 "e:.. A 

v.111~1'Un\l1'U':I ~~'Yl1l V.~L~'U1111fl1"Jl'LL'ij)\l"lJeJL'Yl'ij)'ij)1'] ~1l1W :Ol'U:; v.1a"lJeJL'Yl'ij)'ij)1']eJ'U (?)'Y1Lnrl1'lJ 11,] 
~ .. 

nlJ~l\~'UmlmL~ ~lttml'U':I ~~'Yli~"iJ:;L3.1fmlmv.;'ai.3.1'Yilirurul v.lnv.in:Ol'U~,]ncil1i.3.1~ml:1Jbv.m::~:IJ
'\I Q.I ItI .u 

5.5 ~lttn ']1'U':I 'Yl1,]i.1:ft\l~'Yli~"iJ:;i.J.iflJ11T11~1~(?) V.;'1111 mWii']11m1(?)v.;'a11 fl1 
q 

~ L~'Ufl~,]v.~!ilni.'Ii' bb~ :;eJl'ij) W"iJl1ml L~an<Efl1 'U'<ihwm V.1eJ'lJ'Ul!il v.1a LU Wl::11 rlnl1V.i1']11 fJnl11(?) 

v.1eJal'ij)'ij)::llm~n m1~fllJ11m l!il rli.~w,n1mli!il<EeJ L~ rlni.'Ii't'I!il LLwi'ij):::W'ij)11ml ~\ld LVi aU1::lEJ"Jl'U"lJeJ']'Y11\1
q 

11"Jl'm1LtI'i-!,~1T1ru LLi'l::1ina11m1~!il~'U"lJa']~1«n\ll'U':I Ltlm~!il"lJl!il crL~'i-!,a11m"il::biEJn1eJ\lfilLthml EJ 1!il Gl 
'" ~ J 

iii.'Ii'11:IJ~\l ~lttn']l'U':I "il::W'ij)11ml11m~nm1~alJ11T11 LLi'l::i'l\ll 'Yl'ItcrLt'I'i-!,eJ11T11 LtI'i-!,cr~\I']l'U L~11"il:: LU'i-!, 
~ ~ 

crb~'Ufl11Tn~i.'Ii'flJm1T1!il L~ anv.;'fli.~nm~ v.lnii Lv.!il~ i'l~ L~eJi.~"'h m1b~'i-!,fl11Tnm:;'Yili.ul!illli.li~"il1!il 
~ , q 

b-rl'Um1L~'i-!,a11~T1imtl'i-!,d1"il V.1fl1i~fllJ~~i'l1l11:IJ!il1 v.;'e)'it~lJ~ ~ ~~'Um b~'i-!,a11m bb 'Yl'U Ltl 'U'Ii''i-!, 
q q 

1'Umru~crL~'UeJ11 m~l~!il L~'i-!,eJ11 m~l"il'Um!ilv. m EJi.'Ii'11L3.1 fll"il<iilL it 'U\ll'U 
~ q 

!ill:IJ iru ru 1 i.'Ii' ~ m:; n11~ nl1LU Wl 'II a\l ~ fllJ 11 Tn V.1fl ~1 ttn']l'U ':I "il:; 1 i crLt'I'i-!,fl11 m11 m!'U;1bL "iJ\I LL ~::
'" '" ~ 

LL~!il \I V. in:Ol 'U ~ 'Yil1 ib~ fl i.'Ii' 11 cr b ~'i-!,a11 fl1 t'll m1f1 w'h Lit 'i-!,\ll 'UWll:IJ~ L~'UeJ11 ~1 <Ea 1 iL t'l1"il~:IJ lJ1 ill.. ~ ~ 

v.lmh~bb'ij),]LJ.i LtI'i-!,~flJY1'\IL~~lttn']l'i-!,':I ~~'Y1i~'ij):::LliflJ11T11"lJ eJ\lcrL~'i-!,eJ11 m'!'i-!, 
~ 

5.6 1'Umru~u11n!)-neJLYi'ij)"il1\1mllv.;\I"illnm1LUWl'lieJ']~eJmlml1 crb~'UeJ~~~'Yli 
V) ,,~ ...... .,IV) ". 1 .d i. 'V '" .,I '" 1 .. , 

<IJ 

....... '":'1" • 1 
bWl1lJm1~WlLi'leJnWll~'Y1 b!il Ll1::mf'l11 rl"Jl'eJ 1 m:IJ'lJeJ 4.6 LLI'U~L~'UeJTIm'Y1:IJ~i'lLl1:: 1l"Jl''i-!,11~n'UnlJ~L~'UeJ 

<IJ <IJ 

11T111111~'U m 1'UU1:::mf'l~eJlJ11m V.1eJLtI'UcrL~'UeJ11m~m::.yhm15'i-!,LtI'Um1-n!il"lJ11,]m1LL'li\l-n'i-!,11m
<IJ 

• ~I III 0 fLo.' Q 1) ~ 0.; A '" .t:iJ:iA AYI ,,0.; "" a 
mn\ilui.t'fiTUJ !illl1"lJ8 1.5 ai'U.n.ll'U':I lIfll'i-!,1'ij)'Y1"il:::!il!il'Y1eJ'i-!,11rl"Jl'eJ~L~'UeJ11m'Y1~~'Y11l bWl1lJflWlLi'l11n 

<IJ 

http:1'U~'Ylii.ll
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~.JnciTJaam:nm.h:1l1T111£J~a ~n:IJia 4.6 LLlIl:~htrn.J1U"l ,,:W"T'HU,111l.Jhl1ofiruma·nfmrudJmr~.J.J1U ... ... 

1umm..nn1~:lJu~~hh:~1Ghunu1t.m1~:lJu~i~u1 t.m1~:lJu~i:IJ au~:I.]1 tI W"ilT'J"ffi1 L~u-:h ... '" '" 
nT1£Jm~n1l11btl~<Jfa.J1u LGiua11m~1~~h b'"U1l111,11 Lb~1":blJm.h:1t1"ll"'lfbLnm.J11"ll"n11a ci1.J D.J1~:lJu~i 
111::~1~1unu1£Jn1~:lJu~i~u1£Jn1~:l.m~i:IJau~m£J ijB1uTiJtlnb~n1l11btl~<Jfa.J1uLGiua11m~"nci111,<Q\... '" 

6. n1'1'thi'l!'l!1,rU'lJ1V 

ir"ll"U::n11GiaU11m,,:<Q\a"l'haruru1:Ra~1:IJ LLuuaruru1~"1::Uhia 1.3 nmhun"1U 
'U <V 1;1 <II <II " 

m£J1u 71U u1Jtl~'iJ1n1U~I,<Q\1Ubb~" Lblll:'iJ::~a"11,,~in111:nuaty1l!1 dJw;hmm~m'YhnU1a£J1Il:: 5 (5%) "lJa" 

11m:Ra~GiaU11mI,~ 1~~lum1U ~~ti al,1!.U"lJlli:rharurul 1~tlli~inl11::nuacil,,~rt"mh.J1~~,,~all1lt.. '" 

(1) L~UGi~ 

(2) L~\>I~'.IlUlm1i"~1 £.I 1~LLn~lUn.J1U"l 1~mtlm~\>IiIl"1u~~rhfffY1l!1~imi au~Ul 

,rU1,3JLnu 31uri11l11"lJa.Jl'l1"11"ll"n11 

(3) ~u" ffa~1111::nU"lJ a"'.IlU1 m1fn £J1u111::b'YlTl m:lmUU~U"ffa~11.h::nu~"1::u 
~ 

1wnEl 1.4 (1) 

(4) ~u.Jffail111::nU"lJa"U11M'Ylb~U'YlUa~Gil~ n11:IJ bLvi "111:: L'1'1 TIl, 'Yltl ~13mUU~U"ffEl, , 
il111::nu~"1::ulu-lla 1.4 (1)

q 

(5) vrumr~17~Ull1ll,'Yl£J 

~in111::nuffrurullt"il::~u1~1~£JI,:!.iij~Elmrl'£Jmtl1u 151U uui1!il'iJln1u~ir"ll"U::n11GiaU.. .. ... 
.... '" .... IV _ ;r ....

11m (N"lJltl) WU'iJln"1l ElNnWmmJGirurul<Jfa"lJlmbill1 
~ ~ <V <V 

7. fllPl'nrhtl1U 

fil111ummbUUff1l!1l!1:Ra"lJltlia 10 1~~~luel!il111atlill:: 0.20 1J1'Yl~a1U 

8. m'11utI'1:t:tlUrl'113.Jil''ilPlun'Wiu\I, 
ir"ll"U::1l11GiElU11m.:B"I,~.yhia<11n ill" dJu~u" ffa ~iarharurul.fa"lJl £J m 3J bbUU ~"1::U1 U cu 1;,/ QJ Ii 

ia 1.3 bb~1Lb<ilmm "il!~El,,7u111:num1"1fl1!ilUnW1a""lJa"~""lJa,,~:Ra"lJl£J~dl!il.:ffu 111t11u1::tI::b111l1 I,:!.i 
~ 

,xa£Jwh 111 uui1<11'iJln1u~ir:Ra7U3JaU 1!il£Jir"lJlt1~a"iui~m1'liElmb<Jf3JLLn1"lJ1'Vllim11<ti~~"L~:lJmtllu 3 ... ... 
1U uui1~"illn1U~1~1ULb~"\>I113J"1fl1!ilUnw·hl", 

9. 1I£)ilf\l1U~'t1ltl,um'1Lilf"£)'11R1LLa~5" ") 

9.1 L~ufilvrGi~~1~1Un11:Rafif"ltl,<tim'iJlm~u"u111!3Jlffi111!~111 2553, 
n1111l" Ul3J1uaruruTiJ::m::rh1<ti~ aLrl a~lUn"1U"l 1tK7U amr~ L~u"u111:::I.]1m'" '" , 

111::,hll 2553 bL~1L'Yh,ru 

9.2 brla~lUnnl.t"l 1<Q\f1<11b~anirLGiua11f1111t11<111~btluir"lJ1t1 LLlIl::1~~nill.J:Ra"lJl £J<111:IJ ... ... 
n11GiaU11m~1" Lb~1 til ir"lJllllil::<tia"i,,~ialb~""lJ 1)":1.]1 b~ 1)"1U~1" i"n~11L-lll3JT;nn <ill,,111!b '1'1 TI LLfI::"lJ a.J ... 
,rutK1)Jl1.1 L-lll311L!il tll'l1.J bi1)lUb;Ul'l1J~~bia1'YltIL~umj bLiIl::Gi1 :1.]111:11~U71l111U"lJU1tK~13J~1~:lJu!ili-:h1l11 

... '" 
n1:: '1'111" fi3JUlfi3J111::1l1 f11h~U<11 ~bGiUa11 m.:B" btl U~"lJl tl':u::tKElJ 11 ~u~ !ill3Jn!l~m till tK1tI m1~.JLGi73Jn11 

A ,:::I Q.,;-f
W1m"ll"tltI.11 ~JU 

http:W1m"ll"tltI.11


(ULl1) 1!l~1;-~!..LUrl~'ltLl:-U,!lL~I;-Grr.'It~mLtlMtL!§Jf11...'l1{P 

11-t dufu~rtm1'ltt 1!l'lt'dL~(JZ.G~'drr.1...'ltG~Ht~1ft~1rr.W11::(!'~~lA.~'lttl;-~ "''ltLI;-U,!lL~ v'6 

!..LUl!.L!"I;-LlA.I;-Grr.rtrlm::!..ItL!§J'ltLI;
'" 

1;-~~'ltr,P11-t L'lU!..L(!'~::(!'I;-~lttt (U Ll1) 'It~rlL'drl~1ItLt~!-t!§Jl!.11-tI;-G}Url~1::(!, "''ltLl;-ll,!lL~ 1!l'lt'dL~!..LUl!.LtI;-LlA.
'" "'. '" '" n.

~U~t''lttrlLlll;-~U!§JGZ.G~'dLruru~L~f11...ft1...t~11U(J~'I!l,.\?~1... "''ltLW,!lL~I;-~L~L!''(J'It~'~ £'6 

tL'ltrll!.'lU LM!"LUltt~'I;-~ f:;;I! 'IiI:::1 '1:::1' 1 

!..Lllrlt~L~rlLIt'd(jUItLI!l!§J~rt!I;-(J~::(!'rlLrr.~ (l) G~'d (~) ItL!§J\trtQf1ft1...~WW'ltt (£)
. ~ 

'It~G~1 rl !§Jl11lA.!"UI;11-t'lt~1UrlJc;LU::!..f1It~ L'ltIt~i:'ttlA.::W!..LUL~~!§J'ltItl);!~I;-Grr. 
l:. ~ l:. ~ 

't1.fJ1G~1A 'It~G~1 I;-~I;-G rr.lllA.tW'ltG ll'ltJ1''ltlloi !§JLru'ltGrt!~1...N3~::(!'I;-~ rllA.1...G~'lloW~'It~G~1rl!§Jl'1tJ1'I;-G rr.1;-~ lllA.t!..rt 

" . 11-t~L'ltrll!.W LM;:~11L,r.I;-LlA.I;-¥l'ltrr.!..LllItWll L(!,!§J Lru'ltG rt!~1...::(!,!!"1'It~, rllA.1...Jc; lA. '::!..f1I;-EWJc;lA.' ::tf1I;-L!!,U L(!'rllA.1... 

G~m-ytrlI!1'Itllo'!lA.~~ ~G~1G~'d rllA.1... G~m!§Jl11v.!..!..rttL~lll;-~ I;-Grr.I;-~'dt !"LUI!l~ (l)
. 
~ 

~1...'It~(J~1rl !§Jl11lA.!..trt11-t 'It~111rlJc;LU::!..f1It~L'ltIt~l}ttlA.::W!"LUL~ ~!§J'ltltl);! 
n. 

~I;-G rr.'It fJi !!"1'It~1 Jc;lA. i ::!..f1I;-L!!,ll L(!'I}G rr.(J~(J~'dI}~Ii'L~ rt!~~'It~llL~!§J~rt,!l 'It~ L 'Ittrl Lll ~L'ltrlJt,W LM::~l1 
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• • 

, 
LDn£111LL"1J"1fJLf}n~11ftEl1J11R1 LGi1Jii 18 12553 a~1lLi1 20 L3Jt+1UlL 2553 

'tm::L~E.I\?lf1ma3JU~Lt\, ...n::1Jf)\H)'llmnh::1J1JLf1if)'lhE.lf1f)3Jrt'1L\?lf)ft.ra,;(;~eless~LAN)'rt.rf)3JGi\?li\l·~ 
'll";i::~e:I1JIPl'1~' Wireless Access p~int ,)1'}1,'1'" 10 ~\?l, Wireless Controller ,)1'}1,'1'}1, 1 ~\?l tm:: RADIUS(ACS)~Appliance ';)1'}1,'1'}1, 1 'l:f\?l 	 : 
~ 'l ____~~__• 	 ' 

... 
1. 	 Wireless Access Point ,)1'}1,'1'}1, 10 'l:f(9l 3jf1m~nMm::~\lii. 

1.1 	 fi1~THlr'lJiif-\l-n1)~1il~rhum1~~ 2.4 GHz 11?1 LL1il~I?11)~b11~THIL~1)nli"li1)-\litlJtlJ1rn1I?1J~LL1J1J 20 
" 

MHz LL1il::: 40 MHz 

1.2 	 iJLb111)1ml'l~iiri1~~ci-\l"J.I1)~it!!t!!1rn~m1~~ 2.4 GHz 11l,xm.ml1 2.0 dBi 

1.3 	 ':m-\lrlJm':irh~1ULLlJlJ 2x3 multiple-input multiple-output (MIMO) with two spatial streams 

1.4 	 fil:lJ1':in<rh:nu~1~:IJ1~':if1U IEEE 802.11b/g 11?1 

1.5 	 fil:lJ11n'l'i1~1u~1~m~':i;)1u IEEE 802.11 n Draft 2.0 mm.no/11;)1u~1b1~
'" 	 '" , 

1.6 	 b11m1nHia~iruru1rno/11lJ~1~1;)1U ETSI11?1 
~ ~ ., 

1.7 	 fil:lJ11n'l'i1 Dynamic Frequency Selection 1~'il13.Jm~1~1U IEEE 802.11n Draft 2.0 

1.8 	 fil~Tm'l'i1-\11ULLlJlJ Multiple SSID 1~1l~,nl' 16 SSID 

1.9 	 b1,:r1Jm,j,uinm1~fi'iJt!i1'ilWil1lJ:IJ1~1;)1U 802.11 i LLlJlJ Extensible Authentication Protocol (EAP) q" 	 ., 

LblJ1J EAP-TLS, EAP-TILS Vl1a EAP-FAST LL1il:: PEAP dJuarh~,xmJ 

1.10 	 b11m1n'l'i1-\11Uo/11lJ:IJ1o/11~1U~1Urmf1m1lJtlml~i1tJ 802.11 i, Wi-Fi Protected Access 2 (WPA2). 

WPA bLiil~ 802.1X 

1.11 	 fil~11m-nI':i-KrialJiil1I?1o/11~m~1;)IU TKIP LL1il::: AES" ... 

1.13 	 ~.hum1rma~~I:IJmo/11~1U Wi-Fi Certification 

1.14 	 ~.hum1rma~mo/11;)1u"J.Ia-\l UL. IEC, EN LLiil::: FCC... 
1.15 	 atlmrnJ~VI:IJ~ ~a~dju"J.Ia-\llV11i 1:1.hfw~.hum11i~1umriau• 
1.16 	 lJ'i~'Yl"l~1.-l,1Lb1Ua'iJ~ia-\l1~11JmdLL(f\-\I:~ath~Ltlu'Yl!-\lmd 1 um15utld:::3.J1il-\l1Uflf~d'iJ1nlJ'i~'Yl~Lilu 

'il 

lJ'i;'Ylfil"J.11 "J.Ia~lJ'i;'Yl~N~o/1"l ~tld~~11utld:::L'Yl1'l1'Yl!.J'1 Lrh,xu

" 


• 	 0 ~ c.,.. ~ .J"2. 	 Wireless Controller ';)1'}1,'1'}1, 1 2i1Pl 3Jf1m6'lm,+m::(9l\l'}l, 

2.1 atlmrnia'l1LtlU Appliance ~aamL1JlJ:IJ1~1V111JHmlJfl~1)tlmrn Wireless Access Point 
q 	 q , 

lo/1tlLu'W1::: 

2.3 bfiuallJo/1iil Gigabit Ethernet LLlJ1J 
" 

1000Base-T mh~,reW 2 'Waf<il 

2.4 	 ~1mdn'l'i1-\11U1~m:IJ3.J1~d!1U I EE 802.11g 

2.5 	 fi13.J11ma~r1Jmd'l'i1 VLAN 11?1 


Protocol 


2.6 

http:lJ'i;'Ylfil"J.11
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Control and Provisioning of Wireless Access Points (CAPWAP) Lvi' 

2.7 ii'l:::U1J'lmnmllJUGlel~il1.1~llJ:!JlV1·Hntt Wired Equivalent Privacy (WEP), Wi-Fi Protected .. 
Access (WPA) LLGl::: Wi-Fi Protected Access 2 (WPA2) 

2.8 a'1:!Jl'lnl11nl'lV1":il~ffelU~1,r"lttV11lJ:!Jl~'l101tt IEEE802.1x i"'1IelLUU PEAP, EAP-TLS, EAP
~ .. 


FAST 'I'I~el EAP-TTLS 

2.9 	 a'llJTJmhnl'l Authenticate rni"lttr,httm" Web-based Lvi' 
~ 

2.10 	 a'l:!Jl":imU~1.1tt Channel mllJu'l"lttnl'lL'f"i'll'llllli"lJel" Access point Lvi'V11lJffm'l"lLn~GlellJ 
(Dynamic Channel and Power Assignment) 

2.11 	 ii'l::uuml~'<ilUnl":imtt"lJel-:1l1rurullliLLGl::a'1:!Jl'lnu1'uu'l"1mi,]ttLvi' (Interference Detection &.. .. 	 , 
Avoidance) 

2.12 	 a'1 :!Jl'ln1il'l1~'I'I1~ V1~Ld.iiiirurullliLLGl::: LLn"'l..JJL{[~!.l€lIilLttiJij (Coverage hole detection & correction), ..~ 

2.13 	 ~llJl'lnm:::"l1.1~li"lttLuU" Access Point ~m.i1V11.1'lelUL~'1~m11ilLttmi (Client Load Balancing) 
~ 	 ~ 

2.14 	 a'1:!Jl'lnl11nl'l Roaming ~"ltt~mrlli:: Layer 2 LLGl::: Layer 3 Lvi' 

2.15 	 ~1:!Jl'lnl11nl'lV1TI~'<ilu LLGl::iJel"ntt Access Point lLU Glnu GlellJLvi' (Rogue Detection and 

Containment) 

2.16 	 ii'l:UUIil'll~a'elUblGl::iJelMlttnl":ihlJ~Uttbfl~el,h1.1Lfa'l1.1 (Wireless Intrusion Prevention) 

2.17 	 ~llJl'lniJel"nttnl'lhlJ~ IEEE 802.11 Management Frame Lvi'vi'l1.1 Management Frame 

Protection (MFP) 

2.18 	 a'1:!Jl'lnmUfllJ Quality of Service (QoS) L<ilLLUU Bandwidth contract, traffic shaping, RF Usage• 
dJttel til,,'Il'el1.1 

2.19 	 ~l:!Jl":in'Yh Access Control List V11lJ IP Address, Protocol Type, Port bb!.'l:~l DSCP L<il 

2.20 	 ~1:!Jl'lnmT\1a'elu~li"ltt11lJnm:uu Radius Server 'I'I~el LDAP Server rmmelnL<il 
~ . 	 , 

2.21 	 ~1:!Jl'lnl11"lttillJnU Radius Server bVlmll'1'1ttV1 Policy "lJel" VLAN, QoS Lb!.'l: ACL YiLblilmh.:lntt 

~l'1'11'Ulb<ii!.'l:~l,r.:lltt'l'l~elncidmli.:llttLvi' (Role-Based Policy) 
~ ~, 

2.22 	 ~1:IJ1'lnU~'I'I1'li'~nl'lellln1n1:r,htt HTTP, HTTPS, Telnet, SSH LL!.'l: Console Port L<il, 
2.23 	 a'1:IJ1'lnU~'I'I1'lrJlttLU'lL'ilflel!.'l SNMP V1, V2c LbGl::: V3 

2.24 	 elUmn1:<ila.:lrJltt:!JlIil'l101tt FCC, EN bL!.'l:: UL dJttm.i1.:1'1l'a1.1 
, 	 D 

2.25 	 aumn1:~'(!'I'IlJ~ <ila.:lLUtt"lJa.(!1'1'111 L11Lf'HJrJlttnl'lli'(!ltt:lJ1natt, 
2.26 	 LUtt~~'ilnlli"l'1"lnu1';'Y1~f.j!4~b~hnnuelumn1: Wireless Access Point 

'\I , 

2.27 	 U~~'Y1'1~"bba'tta~:vi'el.:lL~Unl'lLb'1l,,<t.(! el til'(!bUttm.:lnl'l 1ttnl'l~m.h::IJ !.'l-\llttflf.:ld1l1nU~~'Y1~bUtt 
~ 

3. 	 RADIUS (ACS) Appliance -;llttltt 1 "lJ ~";\k:~ ,.' ., \,,; \ 
'i ~ ~>rr,-~: ',I " • '1 i. 

3.1 	 LUtt~llmn1: Appliance "lJm~ 1 ....., un'lf2~ltrli.l1JiJJ:il~~~l11 Authentication, Authorization 

lL!.'l: Accounting 'ill:IJ:lJl~'llltt - ~~(~Atce~.9fJ-ln User Service) RFC 2138, RFC 
t ..... 1'~ 	 (.' ~ , "~. . .. /:J' ~'- .' 

2139, 	 RFC 2865, RFC 2866, RF~~l!.:aff~~2Ji6t(~.(i2869 Lvi' 

3.2 	 a'1:IJ1'lnfu AAA client 'I'I~a NAD (Ne~~~~~~o6~~~s) L~ll,ra[Jn-:h 500 LfI~el'(! 
3.3 	 a'1:!Jl'lnl11 PPP Authentication Protocol i'(!'1IaLllU PAP LW:: MS-CHAPv2 L<il 

http:IEEE802.1x
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3.4 	 ~l:!J1'Yr1'Yh MD5 Message Digest algorithm 1~ 

3.5 	 ~l:!J1'Yr1rh 802.1X authentication ~'l~Elhld Extensible Authentication Protocol Transport Layer 

Security (EAP-TLS), Protected EAP (PEAP), EAP-Flexible Authentication via Secure Tunneling 

(EAP-FAST), and EAP-Message Digest Algorithm 5 (EAP-MD5) 

3.6 	 iJml3J~1:!J1Jr11l1,n1'Y'I11 Downloadable IP ACLs L~tl'l11 IP filtering 'h3Jl11H)11mn!Lf1~tJ'lhm(ii:lJ1~, 
3.7 	 ~UU1.ml1, Windows Machine Authentication 1~, 
3.8 	 ~:!J1'YrH~i'l'l:till1,-iTmJGi"JJtl'lNi.,y'lTI.tmrJ1l1, (Internal User Database) 1fi1'Lahimmil 300,000 J1U~tl 

... 	 'U 'U 

LLGi::;tlwrulfi11i~i.,y.Jll1,~:!J1'Ymtl~fJl1, password ~lWYll.J web-based 1~ 
, ~ 'U 

3.9 	 ~:!J1Jm~tl3J~mlU:till1,-iTmJiil"JJ€l.JNi.,y'llWinnmfJl1,e:m (External User Databases) ~'l~tl1t1il"'l~ 
.., 	 'U 'U 

Active Directory LLiil::: Generic LDAP 

3.10 	 'Ytl'l1Un1J'I11 database replication L~€lliL11fi1 fault-tolerant 1~ 
0

3.11 	 ~3Jl'Yr1nl'V\Wn~fiI~.J (Configuration and Management) ~1l1, Web Browser 1~ 

3.12 	 'Ytl.Ji'un1Jrh Administration LLUU Multi-User LLGi::; Multi-Level 1~ 

3.13 	 ~:!J1'Ynnl'V\l1,filLLGi:::~filn1J User LLGi:: Group ~~ 

3.14 	 ~:!J1'Yr1nl'V\'I.I"ilLLiil:::,)lnfiln1JH.Jll1, (Access Restriction) LLUU time-based ~~ 

3.15 	 ~l:!J1'Ym:;rUn1'YH.Jll1,"JJtl'l Account ~13J1l1,~nl'V\l1,~1~ 

3.16 	 iJ'Wtlfifi 10/100/1000 1a,i'l!mm:h 2 'W€lfifi 

3.17 	 i:i CPU 1ajUtlUn11 2 GHz LLiil:::i:i memory 1aj'l!tlUn11 4 GB 

3.18 	 i:i Harddisk 1ajl!tlfJnll 500 GBLLiil::: DVD-ROM drive 1aj'l!tlfJnll 1 Drive 

3.19 	 ~l:!J1'Yrl'y'h Accounting ~.J~tl1t1m~dJl1,mjl'l'l!tlU 

3.19.1 Radius Accounting 

3.19.2 Failed Attempts LLiil::: authorization failure 


