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LEusnssl Usenautulenanssananasdasiumsiusesuseifaunsensisnsnnaseimain e
msdusaaanans w.a. 2539 uazindlufisdy fmus Iﬂa%mawmaﬂmsmnan‘lmwwmaua
mﬂmawmauawiwmsaumnmwmanmwaummsawmaua’lmmwa udaiauesetiv
auLaﬂmﬂmsumumumaulwmmmlﬂmanm sUsEmngIA

&

(6) nsdmute (1) - 98 (5) Llddasuiunsdiselud

(6.1) nsaingButdeauaiumhsresigmelulssive

s | YO 4
e P 1 =

(6.2) mUﬂﬂammmﬂuummgvmdmﬁag’amdwamaﬂuﬂmms AUz UYR

L3
S

Xiazany WA, 2083 uagiiuAludiadu
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(6.0) MITaTeTaT LIRS 56 155Anila (2) (1) way (A) wisnsEIURERNS

(6.5) ASTRRAWNSUNSNIuAaSANSBdINSUNINY

6.6) nIEludUSMITenuIuMINUIMIAVYARASITNAN 1T FHRUNNUTUTD
agreewd wilnawfvesy wineududindeys [Dusy

13) Naumamuamamﬂmﬂswmmmf‘gmumuﬂsaaﬂaummaﬂmmamuauwu Hyper-
Converged Infrastructure (HCI) %Qﬁlmmaaﬂmmmmumﬂawumam (Certified) ¥MIAUITEUU
R pspRLRIms LT aulUy HC) SANGFOR Certified Technical Professional ~ HCI atieos 1 A
Tnel¥uansenarmvdngluiufitueussian

10) fEudaiauadesiynansfifingsussuuamnuasadomaniedisnouianes Fadl
TuSusesmunasguanaiiideda (Certified) Meshuszuummasafemaesodisnouiiaimes
19U PCNSE (Palo Alto Network Certified Network Security Engineer) agneos 1 au lngliuans
nansudngnilutuiidueuesia

15) ﬁ'@"u%maua%mﬁuﬂmﬂsﬁﬂ%m‘mmﬁmszuum%‘a*z;'waﬂamﬁamas‘ Fafilususesnny
mmmuaﬁnaﬁmw 908 (Certified) N9EIUSEUULAS B 8ABUNILABS Lo U Cisco Certified
Enterprise Infrastructure 1Jusgnslay ag1atoe 1 Ay TmeﬂvxLgamLaﬂawwaﬂmu'lmumUmaua
5780

4. TIUASDUAANANYUIANIZVDINES
4.1 wwvensandiueu

) Sevhununssiiunusadanasind sssuudse syaruidiesdeya wiswi
SuAnaYeISAMBUNY WasaBsansuU s Timnuullaveuresypanslumsinausa s
MY

2 damszuvdisesdoyaguidsedioya wazdads a dninouaniannntsiaTegna
Lardsruusiani 962 ouunguna uneielauda wwatlendsudngrine nyamvarnuas lellswasden
AaUANYaEaN TR LT 4.2

3) ﬁ%ﬁumsﬁmﬁau,a::ﬁamsswéﬁaa%’agaﬂuééwmﬁaga AUTENTNIIUY AU
Tanunsoldanuls fell

3.1) szuud1sesteya (Backup DR-Site) dmfudestunislaufuazisonaila
syuuUssinasanansuaiauluUsewe (GDP) svuuUsznanadeyadiny LagssuuuImsu
wagn1sIi Ui N5 AR UTEUUAIE s uuIUUAN uﬁm‘lumsﬂaanuuamsLsammla
(Ransomware) LLﬁuﬂ'ﬁT@iWﬁ’U@ﬂ'ﬂ@N”iﬂ']% JU’»’TU'DU\‘I'\% W@QWWLHUT\? .)V'Nu

(1) sufiunsivuasessrietasandvasndusewinseuuvian (Main
Site) WarszuUdITad (DR Site) niausiainalnnisitaesteya (Replication)
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(2)  mTuMSNeABUMSYINIUSINAY (Integration Testing) Lagnadey
nsfAuszu (Failover/Failback Testing) \WiePuduindeayaiignirdiunanunsaanldauun DR
Site I#ipgagndies vhliszuu DR Site wiaaldau

3.2) suflunsisnouasesdsadiniii (UPS) Lﬂ’?ad{]a@ﬁu Lagindandausam
ssuusesdsedwiesadlm Tnesewhiiumsduaeliihuazansdyanaiiduduiomun Safiu
angliSeudesuasiusafou Weldsruundouldoustvauysal nazsasluneldifiananssnuvise
audemeressuunudulavteRuiinng

) davienansagunIMSINYeTFUULUY Logical view Uag Physical view Uaslendns
ditemsldnussutlugumuudedidnmsetind

- )

5) fi'fm)usﬂﬁﬁum’ﬁwmﬁf;}f@)u,mzuwaq@‘uémﬂuiaﬁaﬁaummazmiﬁaaﬁ
Shuaulitesnii 2 AU ag1etey 1 A39

42 swazduaauanumzanig ssuuiiesteyaguidisesdeya
421 WissnauRtwmasuaY suUy Hyper-Converged Infrastructure (HCD 3717y
3 1504 Insunaziasostinaauin ol
1) fvheUseananane 16 Core WioRni1 mwddyaauin bitesndn
2.0 GHz $hwu Litfesndn 2 e
2) 4 Cache wualitlosnda 30 MB
3)  fimheanuseiia DDRE wiednin suwesulivesnit 384 GB

8)  fwsmuanlunisdnnig RAID w38 Non-RAID (JBOD mode)

5 fwbheifiufeyadisesuuy 5D viedndt vumarwghivesnin 3.84 T8
dSruauliiosnit 4 wihe

6 Swmbhufudoyadisesuu M2 v3efindy vum mmghidesnd 240 GB
Fruaulidesnii 2 v

7)  fieuideusie 10 Gigabit Ethernet LUy Base-T wo SFP+ d1ualaitosni
4 %94
8) flpadeuse System Management wuu RI-45 Srunulifesnin 1 ges

9) fveudeure USB fianuisoldnsiaanuaousnsyingueesszuy, Fimware,
Network waztoRananala

10)  awnsosessuimalulad IPMI 2.0, REST APl wag TPM 1.2 PIDANIN

1) fwvaesienseualninnelued s Sruulidesnidn 2 nuiy Aiaunse
yrumaunuiulalnesalutgi (Redundant) wazansnnenasulaviufl (Hot-swap)

12)  fszuunsudadaualuiaunfued Processor, Voltage Regulator, Memory,
Hard Disk, Power Supplies, Fan lag RAID Controller #38finin
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13)  susadessiuggunseifieansuinsgu 19" Rack wiengunsallunisiiass
19)  Fedldsumsiuseanasgiu FCC(Class A), UL w38 1O 9000 Series v30ANT1

15) FAn R R Euedend uantasTludigldvhnsinaddon a Alanteu
LLav”Lmﬂumammmwaﬂmmﬂﬁtﬂsaﬁmvﬂm (Reconditioned %38 Rebuilt) deagluangnismée
LLa~Uuﬁ’hfimsautauumamummﬂu.avmmwaqmima fnsfuusziundadusiluseezioa
19 saduseuas 1wam“dumu Tnglfusnas o aonudivihatuwesgnan (Onsite Service) ) lnad
LBNATIVS BVUIEDTUTY ‘?NGI’EN?‘”U‘(I@IWNM sygadTnaTus aghedmanaInidvendnsineivie
anepddvemdn Susilusewalnganuans

4.2.2 TUsunsy Hyper-Converged Infrastructure (HCD g1uau 1 Tdsunsy Taedl

¥

Ql o =i
AR fedl
1) ansadessldaulduieisersuiimeasuivng Srunulitonnin 3 ww3ed

2)  @w1sevin Data Load Balancing dleiinsiAi Storage 38 Node Server
Ve d1a3avin VM HA (High Availability) 1iielsl v vhaldegrwsiailiodlunsdifill Node Down

3)  @unsaLiy Resource 989 CPU way Memory lUgs VM wuudialui e
VM gnld CPU w3o Memory annifiunindadutiimualilagliisies Reboot w58 Shutdown VM

(Dynamic Resource Extension)

=

9)  aunsadie VM Tuda Node Buldmuainumuizauiiesnwussansnm
msvhauresssuUlilnesludd e Node gnld CPU vi3e Memory wnifiunindadaufidmuald
(Dynamic Resource Scheduler)

5 gunseasrudsdbildiAsnsaamisvesieyalasidenidnuieya
(Multi-Copy) wuu 2 w58 3 ga luusiaz VM 14

6)  @w3avin Data Self-Balancing dlefinsiiu Storage 38 Node 5

7)  @1u150%191UuUY SSD Caching, Storage Tiering LAazaINITANINUA
Storage Policy (QoS) w3 VM %i38finn

8) mmsa%’ﬂmmmﬂaaﬂﬁa‘aavﬁ'azgjauuu Data-At-Rest Encryption VL
Disk Encryption

9)  aunsamunaiuiinisldiueesseuvalmiuuy Capacity w38 Storage

Forecast

10)  a@unsonsiedsuliuigs Traffic 989 VM AAnTuluszuuluy Real-Time
Traffic Data

11)  gansavuiindatuzusszuukasenldenuld (Virtual Machine Snapshot)

12)  awnsafiuteyaluds Exteral Storage W1ulUslaaea iSCSI wag Fiber
Channel (FQ) ¢ Ingliisninsuau Vv Aisesnisdrsestoya
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13) e Tun1seueeslUsUASLA @117508 IR UANITEIS 09T DI ARUY
Weekly, Daily uaz Hourly Il Tnganunsafvunszesnannsifiusnundeyald lidesndn 1 U

14) ﬁﬁaﬁ%’umw‘hmwmaﬂﬁsuﬂsmﬁaﬂmaﬂﬁﬁaa%m"aLLUUL%'sJaiwﬂ (Continuous
Data Protection)

15)  @1u1350veusudulusuasudimunulssuianatayaiuy Hyper
Converged Infrastructure (HCI) 1 aei. 6 nusglaaeeiivszingam TaeusmIdamsialuniiae,
wazldiiunsruIumMsiunMsinau

16)  udndusifiauefouiududvdfignaewmmngvuiy waedudlvinisaiuayu

egnumeaiauasudmavdimsuslaglaidaldieln 9 vedu Wusseziian 1 T lasilienansvie
wilsdeuses Aszydalasenisvssdiineun sthednunndvesdndusivisaistvendnves
nanAugluUssmAELIwER
4.2.3 gunsal Network Switch 10G dwiuiasasusitng (HC) 31wy 2 e lasusiaz
yadinaantd fell
1) $wese Fiber wuu SFP28 anansaviandlai 256/106/1G Sruuliideundn

24 Port karsasdu Network Module dwiuiiiniiu Port talusuian

2)  Taunewes Switching capacity wuu Stacking ltfeandn 3,000 Gbps wagdl
Forwarding Rate WuU Stacking luitiaenin 2,200 Mpps

3) & DRAM Tushluidasnin 16Gb wasd Flash Memory Wiidoanin 16 GB

4)  $935U51U9U route 0w IPv4 eagnatioy 24,000 route

5) @unsa5aaFunnsyin ACL 16 8,000 s1ems

6)  aunsnads sV Suwesieldegraiey 1,000 dumasineg

7). 5885UMSYnauKUL Stacking Litdeenin 8 M

8§  mhednelvegrelion 2 wie annsasemiUeulduasyhnumauniuliviui
9)  iWrauszunsauieudsesiiansonenudsuliluungyhonu

10)  @1U1505995U1UIN Mac Address laitipania 32,000 Mac Address

11)  @1W150%1971URNNINTgIU JEEE 802.1D (STP), IEEE 802.1s Multiple
Spanning Tree Protocol (MSTP) uasPer-VLAN Rapid Spanning Tree (PVRST+) I

12)  annseviheususnesgy IEEE 802.1Q, IEEE 802.1x waz IEEE 802.3ad 14l

13)  s945UMSYN IP Routing Protocol 1own static routing, RIPv1, RIPv2, RIPns,
OSPF &t

14)  aunsausmsaanisHnulusiamea SNMP vl, v2¢ wag v3

15)  @1mnsauImsharaIuANgUnIalIunie command line interface (CLI)
way Web Ul
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16)  sealAsumsiuseanesgm UL wag EN

1) dndusiauedeaunaniasminddldhmsianddou o flanreu
narlifundnsusifignuinuiulgeaniwlug (Reconditioned #3e Rebuilt) Sregluananisnas
wazBudldmsatuayumsiumaiauasuimsudnsee Imssudssiundadasiibussesia
17 Farnusaaserivayniudiu Tagliusms o aauilvhauvesgnda (Onsite Service) lavdl
lenansviemisdesuses wiasssyTolasanisvesdrdneug gdadaaunidendndusivie
anlulssinAlnguuand

4.2.4 gunsai¥nwanudaeadeszuuiaiatty (Next Generation Firewall) 3147u
1 9o nodanauta fell

1) Jugunsnl Next Generation Firewall Wuu Appliance

2)  s835U Firewall Throughput laltfesnin 14 Gbps waz Threat Prevention
Throughput laitionan 7.5 Gbps WUy Appmix

3)  5835U Sessions laltfernin 1,400,000 Sessions LAz New Sessions hitioe
771 140,000 fio3und

g)  fYoudsuss Network Interface wuu 16/2.5G/5G/10G %13 8f N1 97U
laltiounin 12 984

5)  fldeadeuse Network Interface WUU 1G/10G SFP/SFP+ w3afini 371
litfennin 10 1ad whau Module 10GBASE-SR $1uu 1 ¢ was Module 1000BASE-SX $113u 1 13

6)  Sesadeuse Network Interface Wuy 25G SFP28 w3ednin suaulivies
AN 4 %4d

7)  fiesdeusie Management Interface WUy 100/1000 %58/n31 Lunesnun
970 Network Interface 9nuliitosnin 1 94

8)  fepadsusadmiunisvin High Availability (HA) Wuv 100/1000 d1uulsl
Younii 2 Yad uay Yeudieumsuwuy 10G SFP+ sauuludesnii 1 98

9) i SSD dwmsuifiudeyassuulaisinniy 480GB

10) a’lm‘maﬂﬁ'ﬂugmmu Transparent Mode, Non-Inline Monitoring (Tap),
L2 way L3 visefisuwilel

11)  @wns0¥i Static routing, RIP, OSPFv2/v3 uay BGP

12)  fileidumsvhauresgunsaifianunsadeuseriuszuundeyla weldlunis
SudufInuYes User MU bas5895Une User Log-in waiw User Log-out

13)  @unsonTIdeuNnsAATIgNsWa SSL Aunsvia SSL Decryption Miauuy
Inbound tag Outbound

14)  Herdumsyauresgunsaiiaiunsavi Network Packet Broker 1%



I

15)  @nnIovinausmAusEuunsRgaNsAInu (Authentication System) lon
Active Directory, LDAP ag RADIUS

16) i Power Supply $1uau 2 e wuu Redundant %38 Hot Swap

17)  s835UN15Y High Availability (HA) wuy Active/Passive W Active/Active
ALLRULA

18)  @unsausvIIAnsaUnsalluy Web-based Management (HTTPS) wae
Command Line Interface 141

19)  @unsnviinIsAAnTed Log (Log Filtering) uaga Log 1 HTTP-based AP
TUdgunsal 3rd Party vietiauesyuuBU LAl

20)  @1115091 Client VPN (Remote Access) WU Application v Android®
wag i0S 1o lutieenda 1,000 tunnels

21) L‘f)unﬁmﬁm%ﬁa@u Leader Quadrant 484 Gartner Magic Quadrant #i7u
Network Firewalls ¥ 2022 w3almini

22)  rAnSusThaueseudundndnilmididadidviansiadddon o flantou
wavlidunandnsifigmituuduygaaninlnl (Reconditioned w3e Rebuilt) Seegluanunisnén
wazduplinsaduayuniinumaialasuInisuaniseiy finnsSuuseiundninifussesioa
1 3 Waduswazerlvanniudau Tngldunis e anufivhiuwesgndn (Onsite Service) el
onansuioutadeduses Fuesszudelasamsasditnenn sdhedniauanidrvamaninsivio
anlulszmelngiuans

4.2.5 ssuuUBusianisaunsal Firewall 99ngudnane (Centralized Management)
3wy 1 g9 laslinmautd fel

1) 1Jugunsaluuy Virtual Appliance ymdnd uimsdanisuuusuaud
(Centralized Management)

kg

2)  aunsauswsdanmsgunsel Firewall :ngudnans (Centralized Management)
Iliivfosndn 25 gunsal

3)  @unsads Log ludsgunsaineusnluguuuuves UDP, TCP 138 SSL wiay
wannsodseyanierdilugigunsaimeuaniill HTTP-based API i

1) @ansavnnis Correlate foyaiftensiaduniaasiign Compromise i

L 4

5 enunsofviusdvisns e Ui wassuUumasAuls (Role-based Administration)

U

6)  enanIvnMISmem Software, License waw Contents U3 Firewall Arnunuegla

7)) awnsauivnsdaniswasusudsudneng ¢ 9ndiunans iy Policies,
Object uay Security Profile uEmsdeiunisseenlugagunsalinweudasnsiels

8)  awnsouanmiin Dashboard 3MnMsUsEananaan Log Auain Firewall
TugUuuu Graphical 14U Data Files, URLs, Threats uazaisnsa Customize 4
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9)  awnsaadesieau (Report) Ae 9 W Log viewer, User Activity Report,
SaaS Report, Applications Used Report, URL Categories Report, Websites Visited Report 16 Tog
amnsovhmsUSuLsea (Custom Report) wazdssan (Export) Wegluguuuu PDF u3e CSV 18

10)  wanfosiaveseadudavsigniesnungmine uagBuilimsaduayy

| 7

Medumadauazuinmdinsnslaglianeldegla q vedu Wuszezna 1 U lasdienansvie
niisdesusos NTey¥elasinsvesdtinuy 01NNV INER AV BA1UVBUITDY
uEn et lulsemealvenuEns

4.2.6 \w3esdseslvi (UPS) guddisasdaya (DR Site) 3utn 20kVA Usznaung
4261 auaudAnly
1) Joum 20kVA/20kW
2) WU UPS wuu Modular Design %l On-Line Double Conversion
3) ¥ UPS wuu Transformerless
9 fwusweiniannsadisediinliunlidesndt 8.5 u
5)  illunuensvineuwuu ECOnversion

6) f? External Service Bypass 7 AdELS m’mm NAMLAS © 5 aedrsadiniln
Wolilsunpsgumugudn Iﬂaamwsmmmaaumimmuﬂ‘umiaamsaalwﬁwmu Auxiliary Contact 161

4262 dasznauidde
1) & Rectifier

2) 1 Inverter

20

3) %4 Battery

a)  fgunanidesiulazinaeisyn Battery Folulhsesiiueie UPS

5) il Static Bypass Switch uag Back Feed Protection Contact

6) i Manual (Maintenance) Bypass Switch

7)  fwiheeuansnanarunseuau (Color Touch Screen Display)
4.2.6.3 ANWUZNITVINIY

1) flsueun® (Normal Mode)

2) fnupuusines (Battery Mode)

3)  fdluusawsinuigwia (Static Bypass Mode)

a) ﬂwm‘ﬂmSWﬂaLﬁam‘sﬁﬁﬁﬂwﬁ (Maintenance Bypass Mode)

5)  illwuedla (ECO Mode)

4.2.6.4 fuaulBnITumala
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k23

1) ;U (Input Characteristic)
1) Seausesiuliihanda (nput Voltage Range) : 340 - 460V (400V)
@) ilspudludhend (Frequency Range) : 40 - 70 Hz
(3) il Input Power Factor : (i 0.99 Alwanunnin 50%
@  fnssueendluiia (THDD : feen 3% 7ilvan 1009 (Linear Load)
) fenTnssuadnies (ow) dwiumesimusnines | 65kA RMS
(6)  Twm Built-in Back-Feed Contactor and Fuses
2)  auneen (Output Characteristic)
(1) Hu; Inverter Wuwalulad 3-Level Hybrid Inverter
(2)  # Output Power Rating : 20kVA/20KW
3)  fluseulwienesn (Output Voltage) : 400V = 1%
@ fanudlvdivreen (Output Frequency) : 50Hz + 0.1%
(Free Running)
(5)  fHuseusisiuila (THDU) : <1% Linear Load Wag <3%
Non- Linear Load
(6) 11 Overload Capacity (Normal Operation) 125% lada®
71 10 W, 150% Lidiesnin 1wl
(7) 1 Output Power Factor : 1
3) tatic Bypass Unit
(1)  { Bypass Voltage Range : 360 - 440V (400V)

(2) 1 Bypass Frequency Range : 50Hz + 10 fanunsausuls

U

8 fuszAnsamszuuesesdrsedlii (AC-AC Efficency) fiszdiu
Ls3sy 400V Tuanmeyinuund : 296.5% Alnaannnssus 50 - 100%

5) i Noise Level : Laitfiu 65 dBA

6) 3 Degree of Protection laldndn 1P20

7) ﬂmmsgmamﬁaaﬁ’aﬁ . 150 9001 & 14001, EN/IEC 62040-1,
EN/IEC 62040-2, EN/IEC 62040-3

8) i Battery flanunsadrsaslninldliveunit 8.5 wiil Alnaanng
20kW Tnadaseylugifivatuing ssdnsosluii Tnsfidnwazidu Modular dnunsalud suluy

Swappable
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9)  fiszuu Battery Monitoring @18150UY AN UL UA AL Battery
Module 161

10) fintresuansua (Display Unit) suialuesndi 4.3 i wuu
Color Touch Screen Display Swasanusouansmuaztuiindnse 4 1a fail Input Voltage Input
Current ,Input Frequency ,Output Voltage Output Current ,Output Frequency ,Battery
Voltage ,Battery Current ,Battery Temperature Year-Month-Day-Hour-Minute-Second  of
Occurring Events

11)  desiinisvinsiada (PM) ageiey 2 aswiadl

12) cﬁ’mmmmwaﬁmaﬂﬁmuuaﬂwé‘m%wummjmémLﬂ%aﬁwsaﬂw%
YUANITNIAY

4.2.6.5 mﬁmﬁwﬁﬁLauaé\'amﬁumamﬁmﬂmﬁ5@3‘31&’1’%79’13@@&‘;&%@14 o Plaanrau
LLaviﬁiLﬁumémﬁm%ﬁaﬂﬁwmﬂ%’wﬁ%ﬁmw‘maj (Reconditioned %38 Rebuilt) §sagluananisnas
way wﬁ‘lwmiauuauummw!mﬂumawsmswaams’ma Anssudssiundadueaiduszezian
1 7 adusiuases 1‘wawmmmu Tnel#usnns  an1uiivinauesgnAn (Onsite Service) Tnedl
Lnasusevidesuses *waaw:su;aaiﬂsamimmammmﬂ 28RN VB NARA N YID
anululsemalnguinans

4.3 msauvayunsaniiueu

1 IUS”W'J’NW]?@%UUG"\&N‘UU“’ﬂW?FJU“U@Lﬁu maa-’m‘lwumimvwaiﬂﬂaamma
mmmmuwaamuamamLuEN LWE]W‘\‘;’]'iﬂJ’)LLm‘{J{]EUW']@ﬂEﬁiﬂ(ﬁﬂd 4 V}B"t‘ﬂLﬂ@‘UULLﬁ”@@W‘IﬁJWﬁCﬂ\'ﬁ‘u
ma‘luaﬁm'vm 2 ‘U’EN‘VIﬂL@@‘U IUNINTY "NN@LQ’)U?ﬁUﬁ’}ﬁﬂﬂ‘?E}Q

| e

2) 'Luszwmmw?nﬁumué"wzmsguifaLauaﬁaﬁﬂﬁmuﬁumnm%m‘zmgt,%ﬁm
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Company Code 740155

Biller ID 099400016094174
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