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Auanwuzianzszuutaaudayannuay

1 Wussuwudnwanuaendtvestoya Inefl License see¥udnnubivdosndi 50 Client

2. il Agent anansavinuiusyuulfuiinig Windows uaz Mac ot

3. $995UMSIeuTIuiU Cloud Providers WU Microsoft Azure Wag Microsoft 365 161

4. @wnsavh Data Discovery tlelifiuinideyaifiu Sensitive Data gndssonly
Yo lntna (Data Flow)

5 @1u150%1 Security Audit and Regulatory Compliance Audit A1uu1A5§ U
\y PCI-DSS, SOX, GLBA, ISO/IEC 27001, GDPR uaz HIPAA 1¢f

6. awnsninmzvinginssuvelianuluesdnsle (UEBA)

7. awsensadunginssuiiiasdouuy Realtime avdsudaieuriuma email 1

8. @1130¥1 Advance Data Classification ifanT29a0uiniifeyalateiiiy
Sensitive data Iﬂﬂ@f\]’m Based on origin, workflow context, file type 16

9. mmmm‘n%aa‘u%’a:&aﬁﬂu%’amm‘lugﬂﬂ'\wlﬁ (OCR)

10.  sesiuMIBUNIAM User Classify doyalaesias

11, awnsaundesteyalilieanlug extermnal cloud storage 161 14U OneDrive,
Dropbox, Google Drive s

12, anunsauntestoyadAglilidainumas web upload, email, Instant messaging
application, File Sharing Waz Social media 16

13, amnsayhausiuiu Office365 138 Exchange online 16

14, awrsanvuninsveslasi ﬁ@"lﬁmmim%ﬁﬂﬁ \9u network paths, Local
paths, OneDrive Personal, OneDrive Business, Google Drive Wuduy

15, awnsauntesteyadidgylilivinnns copy & paste uaz drag and drop ¢

16.  awnsaundestoyaddgylalvivinns Print Screen wag Screen Capture 16t

17.  awnsauntooyaddeyldlivinnas Print lenans een Printer ot

18.  awnsaundasdeyadidgliliinisirdeyasentiiunie USB, Memory Card,
External Drive, Bluetooth lélusgnatioy

19. @115009n318397UN15M 91U WU Yo User, File Name, Data Category,
Application, Action, aaninluguiuy XLSX w3a PDF le

20.  @1U150%1n15 Block, Justified, Block with Override wag Shadow Copy Lﬁ’e]
User ¥inn15@e Sensitive Data sanludainanmea ¢ o

21, @W130¥1 Security Automation laB@ 1150 Integration SANAUIEUU SIEM 19U
Spunk, QRadar, LogRhythm navhy q loi

22.  @1u190%11 Automated Security lag@ 11150 Integration $2UAU Secure Web
Gateway TiduLauamunIANLIn A. 18



&

= a o £a = W ) %
23, Waunsunauesesdudvdnsngniasmungvung waziinssudseiunisldau
vowdndnsilusrozinatlidesndt 1 U lnefienarswenifdesuses Aszyfiolasenisves
dinaum egnedamuannivesndndusivieaviveditvemdndueiiulssmalneuuana



ANANUIN A
Audnwuzianzgunnilesiudvgnaiuasatienisidaudumesidn
(Secure Web Gateway) Usznaunie
1. gunsaidesiunarinwanudasadenisléaudumesiin
1.1 10y Hardware Application W avinid 190w Secure Web Gateway %58 Proxy
Server Ineawie waI033U Throughput FHolaldau Antivirus, Application Control, Web Filtering tag
SSL Inspection wipuAuliviesmin 1 Gbps
1.2 ansasessuglianusegunsalld lifeendn 2,500 gldvusegunsl
13 iwesmnadeusaszuuiaienrns (Network Interfaces) luitfaendn dail
1.3.1 uuu 1G (R145) 31w Lidesndn 2 wasn lawiinuauds Bypass
1 Liteenin 2 wesn
1.3.2 WUU GE SFP 9huau laitdesndn 2 weosn
1.3.3 WuU 10G (SFP+) 47uu livaunin 2 wesa
1.4 dmheaud (RAM) lideundn 64 GB
1.5 fwheiiudeyanielu (Storage) itioundn 8 T8
1.6 dmheangln (Power Supply) §1uau 2 vidae (Dual) v3eanin
1.7 9935unsigauuuy Explicit Proxy, Transparent Proxy, WCCP Proxy Wag Inline
Proxy Maesassumsitanuludnuueifeoady
1.8 5233V IPv4 Uae IPv6
1.9 5995Un15¥ Traffic Shaping wag QoS iasassunsltnuludnuuziReniu
110 5945udeyamanIsUUY Streaming UazilgauUf Cache-Sharing
1.11 5895UN15%1 High Availability LUU Active-Active Wa g Active-Standby #3©
WUU Active-Active wag Active-Backup wiamiasesiunsyh Session Synchronization
1.12 9995Un15l191u DNS waz Web Filtering
113 59395Un"51997u Application Control W¥aues035UnI5%1 Custom Application
Signature Wag dAaiauUR Content Disarm and Reconstruction (CDR)
1.14 9993UNI3LE9U Antivirus uag IPS
1.15 awfuayu ICAP Protocol isldausauiugunsainieuan
1.16 fimwanusalunsnseaeulnd wisfuanaiudugs (Advance Threat) Tngld
walulad Sandboxing Wuu Cloud %38 On-Premise
117 mmmmwaau%’agaﬂ'ﬁ%i'm'iﬁw'h'iﬁaLL‘U'U SSL uaw SSH (SSL/SSH Inspection)
118 59¢5UMINEIMIMULUL Local, RADIUS, SAML, LDAP, NTLM wag Kerberos
119 lesumsiuseswmnuannsgm FCC, ICES, CE, RCM, VCCI, BSMI, UL wag CB vSalfieuwin
W3RN
120 wandusimauedondundndnsilmifidadldinstasddoy o Alaunneunas
Liidundnsusifigninnuiuugeanml (Reconditioned 3o Rebuilt) fasgluasnisnan uas
Builimsafuayumsiumaiauasuiniswdainisus Snssulssiuniniueidussesnanludes
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2. gunaninsavdsulazudafioumgnisainislidaudumesiin

2.1 ugunsal Hardware Appliance fianuisansisaautaziiufioumgnisaiann
Tuiinmnnsainisldanudumeside (Logs or Events) :

22 Wugunsalneldiedommnemsiidsatugunsailiosiuuasinwanulaonde
msldnudumesidaiilude 1 uasvhanusiuiuls

23 fldeadiousoszuuinayie (Network Interface) Uy SFP S1uauliidosnd
2 WM uazlhuv 1G (R145) Sruaulitesnin 2 wosn

24 i Storage 1A 4 TB A1 hitfeenin 4 wiae wieuilnnaUR Hard Drive Hot Sweppable

2.5 993UMsYIn RAID 0/1, 1s/5, 55/10 v5aifisuivin “3afnIn

26 fmuaunsolumsdaiudeyaiieinseildlitesndt 4,000 Logs/Events per
second WaANNINTITUT NI Log lnliveundn 200 GB satu

27 5895UN19¥1191Us A Device 138 Virtual Domain lagegalitdasnin
800 devices/VDOMs

28 dwisnuinsdanisgunsalituluslanea HTTPS W1u Web Browser Wag
lslwAoa SSH

29 ﬂﬂm‘iﬂLLaﬂﬁ'éJyJa Log laun Date, Time, Source IP, User, Destination IP W@ Services

2.10 annsaudnssieauluguiuures PDF, HTML uag CSV lalidoendn 30 guuuy

2.11 31 Power Supply WuU Redundant wieuaauU® Hot Swap

212 lesumsSusesnnuunasg FCC, VCa, CE, CB, RCM wae UL vidaiieuwih wiefnin

2.13 fudndusifiausdoadundnsusilmifdadlivinmstnnildau o Mlantouuas
LiGundnfousifignuinnuiuyssan i (Reconditioned u3a Rebuilt) Svogfluanenisudn uas
Budilimsaiuayumsiumaiauazuinisudinisme Imssulssiundnsausiidussoznatlidos
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