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asumsdaUszyunelilasens
NSWAILITZUUNTUDLAZNALN TDILLANLTINUN (Spatial Plan Platform: SPlan)

v
1

ayumsiaussyuiuiuegetioy Aail

n3AniueY | ngulvang ‘ 37U sUuuu

Yauuszunn w.6. 2569

1. dmseyu Kick Off AULNITUNIT 1 %e/20 Ay onsite

— WNUUSISIASINTS

- szgzhamsatiunuiaazionssy
—qﬂmﬂslﬁl.ﬁlmﬁaa

— nanufinesdesulunsazyiauia

A155UN9ALAALALAEINUSZUY SPlan Platform

2. FaUTTYUTTANAIUIAUN Wmthil am. 1 A3Y/25 AU onsite
ABLAYIUNNT N.ULLU. (ariv)

= mﬁwﬁw'ﬁayj’r’umuﬂmqms

= n7s*?wwsmjﬂé“umm‘ﬁ'aga%sems
- mMslowasuutadasems

- msﬁmmuﬂsmﬁuufﬂﬂsqms

- mMsuansnalulaazdunou

3. %’ﬂﬂ'm{msﬂuﬂfnmﬁu Aunudinadmio/ 1 A59/100 Ay online
ngudmunegldszuy naudanin
- maindrteyaunulasinig dIUNYNIT 1 ASY/30 AU online
- mMsfinsanndunsesteyalasinis (dunany/
—msleuasunvaslasens MNPNUBUVBIF) .
— Msfnnudssiiunalesing dheauums 1 A59/50 AU online
= miuﬁmmﬁ‘luumﬁz‘uumau A.U.U.
b3 = T a; 2/
ANSNAFBUAUUUUIEUU UasnIsesaunisnautalgauy
4. IANTDUSUINBVAHDUANUUUTEUY | guvudinanudmis/ 1 A59/20 AU onsite
(UAT) NguImIn
- nwsEWmemauuiLqu/TTSQﬂws - AunTms 1 0%3/20 AU Bhsits
— fﬂiwf\ﬂ7m7ﬂﬁuﬂiaiﬂﬂuvaiﬂiﬁﬂ75 (muna'\qmmm’mau‘uaq
— Msuanraluifartuney 39
Aeiauung 1 AS9/20 AU onsite
.UV
#iy Admin 1 A59/20 AU onsite

Yeuyszunn w.6. 2570

A15UN9ANUAILLIAEIAUSEUY SPlan Platform

5. InUTEYNTTANAIINALRIN Wi e, 1 A3Y/25 AU onsite
AN8LaYIYNNT N, (@nv)

o
— msleuwasuudasiasens
— sanaulsziiunalasenis
- MsuAnNaLaLIATISIToNA




A1TALTUY ngudmung U suuuy
A159UITNATSITUSZUU SPlan Platform
6. NDUTUNITIHY unudineudmis/ 1 AS9/100 AU online
SPlan Platform naudmin
- srvuihdnuudenia dIUITNIIT 1 A59/60 AU online
nguianin wasdoiaunves (@mnany/
AN MNEUIUDITT)
— SEUURMTUINAUNTDAlATINNS B'\IWEJLa‘Umm‘S 1 ASY/50 AU online
A.U.U.
i Admin 1 A59/20 AY onsite
ASNAFBUIZUU (UAT) Wasmsiaseun1snaualgay
7. ANNTDUSULNONAFDUSEUY (User gunudinanudmis/ 1 A59/20 AY onsite
Acceptance Test : UAT) ﬂ’sj'lléi‘lwi'ﬂ
— dndhdeyausudasinis AUVNS 13920 AU onsite
- msRnsanndunsesteyalasinig (eunany/
— MSuERINELLULARYTURDY MNYNUDUYBITY) .
- szvunsieudsuutadlasanig B'J']EJLﬂ‘UTLgmi 1 AS9/20 AU onsite
= szuvmsmmuﬂwmu{wﬂa UL
— MSWAREALALIAS TR p ) 4 .
K Nd Admin 1 ASY/20 AU onsite
A1BUSUNNSIU9USTUU SPlan Platform
8. AndUTNNTIEeU SPlan Platform | Junudnineudmis/ 1 AS9/100 AY online
~ syuuhdussonin NANIINIn
ngudawia uasdeiauadiusivnsy AUMT 1 A%1/60 AU online
— syuufinnsanndunsaslasanis (@mnany/
- szuuloudsunladlasins MHBUBUUDI3Y)
~ ssuviinnusediuslasinis ARETR RV eh 1 A39/50 AU online
— STUULAnIHaLas s IEidaua
E A.U.U.
#iu Admin 1 A59/20 AU onsite

AsudadudSuiiaveuaildheniintuannsdnussyu mavegeuszuu (UAT) uazniseusunisly
37UTZUU SPlan Platform y19dm 819 A180TUN ALBNETT AIDINISI AT BIAL ANINYINT
ANAUNS A Wudu



AMARNUIN U

NISANANTSUUADUNILADS HAZTZUUIIUADUNIADS
STUUAULUU SPlan Platform

anninenssuszuu Hyper-Converged Infrastructure (HCI) Tngfinaudinuwaisvugiu aeil

1

AoeUszNaUMIY Main Site Way Disaster Recovery Site (DR Site) lngluuday Site Aosdlaseaiig
WUU Cluster SeUsznausienats Node Lﬁaiaﬁumiﬁmm‘lugﬂuw High Availability (HA)
LLa:zG’Taammmﬂszmum'ﬁﬁwmua"auﬁ’uLﬁamifjﬁusswlumzﬁLﬁﬂmqﬁaﬁﬁﬁ (Disaster Recovery)
Ifeegniies asudu uassoiles sadedassasiun1si Replication 581374 Main Site waz
DR Site WU Real-time w3afiauiyin Real-time iiadsastayaniung 3-2-1 Tneorfudeyald
3 4 e (1) Foyandn 1 4o (2) Foyadrses 2 yn vugUnsaiiuenYININAY 2 Usziam uas
(3) Toyad1ses 1 4n 1Avliuuy Offsite

Tuunaz Node v99 Cluster fasiinulsUszuiananaredmsunsuiimeswivislngianiy
Fuldvesndi 16 wnundn armddyinuiniugiulidesndt 2.0 GHz F1umu
Taitfasndn 1 wine T9WiesE Uy (Main Site wag DR Site) Fasfisuauunuussananaliitosnia
48 Core

Tuunas Node v89 Cluster ¥UI8UIEUIANANAIIFDITRISUNISUTLUIBNALUY 64 bit Way
fmheAMuILuY Cache Memory awalitiounin 24 MB

Tuimaz Node vo9 Cluster fipsiiviiioniuswidniuy RDIMM DDR4 isafnin wuialitesnin 256
GB 79 Node Uazsiuviaszuu (Main Site way DR Site) Apsiintisanudisilitesnin 1,536 GB

Tuusaz Node v@a Cluster é}’aaﬁmwé’mlﬁuﬁaa&al,t,uu SSD aumlitiasnin 960 GB

luupaz Node 994 Cluster Aasdvursdaiiudayauuu SAS anudisouludesnin
10,000 s8URBUNT TBUUY SSD w3aAnT1 wazdauinninuylidesniy 2.4 T8 d7usu
liiteenin 4 misg

luusiay Node 989 Cluster fiavatiuayun1s¥9uuuU RAID %38 Non-RAID (JBOD mode)

luunay Node 983 Cluster dpaliy ol aumaiASau18UUU 10/100/1000 Base-T 91u7U
lidesnin 1 Y09 wazyeadsusowns v uluy 10GbE “39An71 WUU Base-T %38 SFP+ 371U
liitleunin 4 %eq

Tuusiaz Node v84 Cluster #193il Power Supply WUU Redundant %38 Hot Swap 2 %28 %39
AN
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11.

12.

13.

14.

15.

16.

U-2

3
Y ¢

Tuusiaz Node 84 Cluster fiosaunsafinfsiugaunsaidoarsuinsgiueun 19 17 wazdodl
gunsaldmiunisinsnsuiu

£%

HANABIASUNINTTIUAUTEUUNTINNITAUINADY

e

HARAUNABIATULIRTFIUIIUNISUSINGANG 3

a v v vo 1% o = & A ¢
nanduaidesldsuiasgiudunisyssiunissuniuvesaiiunivdnlniinaglusunmugunsal
Inhau 9
HandnsfetlasuLnssIuAuAIaensieder v

Foadundnfurilnifidadldvhnsanddddon u Alandeusarliundnfurivigninndiuvlse
an v (Reconditioned %3e Rebuilt) fragluansnisudn wasdulinisatuayunesiumaie
uazusmMavdansue Snsfudssiundnsueiduszeznalidosndt 2 § Medusauazeriua
yintudau Tnglsiuins o aonufivhamuvesgnén (Onsite Service) Tnafltenansuientiadeiuses
Fedpsszyiolasinsvasdninnun sgredauanniivesdadusivieavvesdvasudniu
Tudszimalnenuans

fiszuuusmsdanisdmsusyuunu Hyper-Converged Infrastructure (HCI) lngdinuaud@inig
waila fil

1) gsasenldaussuuniu Web Browser %59 GUI 1ot

2 @unsauimsvanisd lWuasdnsnisdfiandeunnuauisalunsiuiinuazniulseia
Aanssunsvinnuvedly (Audit Log)

3)  AUNSDINATINSNYINTVDILAS DIABUNIABILUUIY DY NYBYAIL MUl UTEIIaNaNans
(CPU), MiraAmd (Memory), wazniedaiiudoya (Storage) Wiluinsesnauiaines
walewaiiou (Virtual Machine) g

4)  fipsesdeusmisannisdlrunatsdsuasie uAly U0 wSeau 1ASasrsuRiimes LN
vadloule

5 583¥umsviieuuuy Cluster wasanunsaiiuvsean Node tnlaglingassuu (Scale-Out)
6)  5933UN13ULUY High Availability (HA) Tunsdifiaseaudvievgnvinau

7)  sedfumshauresssuudniudeyauunszane (Distributed Storage) wisunalnlaariu
ﬂz’fagaqzyma 19U Replication #3® Erasure Coding

8)  $993UN1SYIN Snapshot az Clone UodLATRLEL DY
9  sosfumsiihsiateyauen (Data-at-Rest Encryption)

10)  fupgussauanaUSununsidaunineins (CPU, Memory, Storage) 1a



11)
12)

13)

14)

15)

#N11IDNTINFBUFUNINULALADIUEYRY CPU, Memory Uaw Storage Il
sesfunssuinsgendlasia s sLuYlieau3nis (Lifecycle Management)

AovlnunnuazAuu g efie nedazuuusinly Gartner Peer Insights @ wmiu
Full-Stack Hyperconverged Infrastructure Software lideania 4.6 uardld1uiusin
11AN71 100

AeallunsguaNUannsi Tnesedlasunisiusemsoaansifouly CSA STAR Registry
wazshumsuszillumuinsgiu CSA Cloud Controls Matrix (CCM) lagegluaniuy CSA
STAR Level 1

FoadudvansAgniesmungrune wasdimsaduayunsinumedauasudnsmdamsune
Tnglaifndld3ela q wedu Wusseznalivesndt 2 ¥ nedionarsudenisdesusos
fiszydelassmsvesdrineun egrdamuanidvesdaduriviemuveainvanan s
TudszwaAlnenuans
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NN UAN AT UNATANAEITDINUAIUNUAIUADANY
(Security Specification)

F5ussasdssudunisaudemnuaniaunadadi i sadeaduanutunclasnde
(Security Specification) @1m5un1sWaILNSEUUFIUTEY A" Lnged v IN1TNAFBUINET LU
ViunaUnd Aty (Web Application Penetration Test) IWaseunquuszinuniulaandy
MINNINTFIU OWASP Web Security Testing Guide (WSTG) nofdudign uazsdunisudle

a

dl 1 Id‘
Walngaelminasiany

[

o & ¢ o v & v & ° A
TUINILA NN IAIBIAUTENDUVBITEUUN LA UAVDININLUA ‘LVUJUVLUG]']Nﬂ'ﬁﬂWﬁU(’]ﬂ'VUUC‘H

e

)
£

A1un1ud uAsUaenAy (Security baseline configuration standards) 4938114 na1u VED

e e

wpspruidufivousulugnaimnssy iy CIS Benchmarks 3 ounsgumud fndnuugi
nsdifidanusndusesdedildiduluauninsgiu arsdiunszuviunsvesyiaontiu
(Exception) 1l eUsziduanud sauasinnsauuinimiuny A st ganenzan
foudLiluns 1wy

1) szuvUfuRnisuuaTedusiang Wy Window, Unix

2) Wsunsufiafiauns (middleware) uipSosuieng iu WebSphere, JBoss, WebLogic,
Tomcat, IIS, Nginx

3)  Tsunsugrudeyauuiaieausitng 1y MS SQL, MySQL, Oracle DB

a) E}Uﬂ‘iﬂhﬂ%a‘ﬂw wiu firewall, switch, router

5) Hypervisor (e.g. VMware ESXi), Containers (e.g. Docker, Kubernetes), Cloud

components (e.g. Amazon, Azure, Google, Office365)

99AUSTNIUTITEUU LU SxuuUURnis TWsunsudiaifiawss (Middleware) lUsunsugiudeys
Wudu szdedinmsldnunestunlddvedminiduanuiunsasade ndlasunsaivayu
yngiu3nsey waslimsfndaunadaraniielndedvimeiuauiuasaendoiouiosn

szuvazfosldudnnisansitawlunsidrfialesian (Least access privilege) Ingazsadlday
law1zans (Permission) Asndudesldnuminiu wazazsaldiinisldaugloniiseauans Local
Administrator %138 Domain Admin ynlidausndy

ideuithenrFesindewoniuag Endpoint Security fid1inaurvun
szuvazdeadinsinAuiuiinumnnisal (Logs) Me3smsiivasnde Tnodeatuiinimgnnsal
oehetionsadallil

1) Juiinasianne (Access Log)

2)  Yufinmsaniuau (Activity Log) fidnfay

3)  duiineumssnwmuUasnde (Security Event Log)



10.

11.

n-2

warazsossadwentuiinuamsalluduniadionsindumnmsaliiaunfvesdtinanu weld
dninauausafnmuguassuunasihsTateanaumalsues (Security monitoring) 1

seuvardesanunsaveduldulouiemnududouressiasiu (Password policy) Tsiiduluniu
wlusiasiunufialunmssnmenuduaslsendumuasaumnavasdiinaula

seuvavRpsEuayunseudumnuvaelade (Multi-factor authentication)

szuvazdolinsdaiusianuvesldmensuiandunnnuunlunse 1wy Argon2id, scrypt,
berypt, PBKDF2 1 ust1etioy wavazdasdnisldanu salt it et upnuudeusslunisiiu
SWANTUAY

mnszuudnsldnumsitsiaazfesdldanudanaifulun s sianuauans

1) nswsWaluuanuIng (Symmetric encryption) S3UUA6 998 n151091U8 a0y
NHA0LTIUAT 9 LU AES (Advances Encryption Standard) 71 1A1108170997 (U3
981910y 128 bits (AES-128) ws0danasNusuiyiguyin

2) MAITAALUUBANLIAT (Asymmetric encryption) S3UUAEA 03 N15ETUEANDI NN
78AuuTIuNT 9 19U RSA (Rivest-Shamir-Adelman algorithm) 71A2128713 V94N QYUY
98139108 2048 bits (RSA-2048) #308anasuBUNEULIN

PnTzUUi NS ulUsiaAea HTTP syuuashasinisttaulusinaea HTTPS lagays gl
ASHIANMNLSIENSIUaI AT uBEaTaE

1) azdealdlususesdidnnseiind (Digital certificate) imanlneg Certification Authority (CA)
NLaen

2) Tususesdidannselind (Digital certificate) 9vdeszyauInvoIn Ny v luada
lususesdidnnsedind ag19tios 2048 bits Na519978 RSA MS0daNDNUDUTALULYIN

3)  STUUAEADINTAIATLEU HSTS (HTTP Strict Transport Security) header
4)  msdeyassosinidunisuu HTTPS Tngld TLS1.2 1Wuetniey

5 danesviunlglunisuaniudsungualunisidisiassdesdnisldaudanasyiu DHE
(Diffie-Hellman Ephemeral) %5 ® ECDHE (Elliptic Curve Diffie-Hellman Ephemeral)
PllanueninguIngelay 2048 bits wiodane3fiuduiisuwivsennin

6) Sanasiuildlunisidiswanvuanuinsarfesinsldnudanasiufidanuudungs
L% U AES (Advances Encryption Standard) ‘ﬁ'ﬁmmmwammmaa’wﬁaa 128 bits
(AES-128) Maosanesiuduiliflouni uazezdadldanulrualunisidisiaidnnuudanss
1 GCM (Galois/Counter mode) iuaghetioavielmuaduiiiiisuwi

7)  wewilarduildauardaedinsld et dusidanuudnnss Wy SHA-2 (SHA-224,
SHA-256, SHA-384, SHA-512, SHA-512/224 uay SHA-512/256) 9389 SHA-3 (SHA3-224,
SHA3-256, SHA3-384 Way SHA3-512) %sauauHeanduduniguwn



) 1 ] a . : A < oA & v Y
iegegavesdanesfin (Cipher suites) Nfinuudawnse Aanunsadenldauls

-3

TLS_ECDHE_ECDSA WITH AES_ 128 GCM_SHA256
TLS_ECDHE_ECDSA WITH AES 256 GCM SHA384
TLS_ECDHE_RSA WITH AES 128 GCM SHA256
TLS_ECDHE_RSA WITH AES 256 GCM SHA384
TLS_DHE RSA WITH AES 128 GCM_SHA256

TLS DHE_RSA WITH AES 256 GCM_SHA384
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